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Technical Support

Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. The Technical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, the Technical Support group works with Product Engineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s maintenance offerings include the following:

m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m Telephone and Web-based support that provides rapid response and
up-to-the-minute information

m Upgrade assurance that delivers automatic software upgrade protection
m Global support that is available 24 hours a day, 7 days a week
m Advanced features, including Account Management Services

For information about Symantec’s Maintenance Programs, you can visit our Web
site at the following URL:

www.symantec.com/techsupp/

Contacting Technical Support

Customers with a current maintenance agreement may access Technical Support
information at the following URL:

www.symantec.com/techsupp/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

m Product release level
m Hardware information
m Available memory, disk space, and NIC information

m Operating system
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m Version and patch level
m Network topology
m Router, gateway, and IP address information
m Problem description:
m Error messages and log files
m Troubleshooting that was performed before contacting Symantec

m Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/techsupp/

Customer service
Customer service information is available at the following URL:
www.symantec.com/techsupp/
Customer Service is available to assist with the following types of issues:
m Questions regarding product licensing or serialization
m Product registration updates, such as address or name changes
m General product information (features, language availability, local dealers)
m Latest information about product updates and upgrades
m Information about upgrade assurance and maintenance contracts
m Information about the Symantec Buying Programs
m Advice about Symantec's technical support options
m Nontechnical presales questions

m Issues that are related to CD-ROMs or manuals
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Maintenance agreement resources

If you want to contact Symantec regarding an existing maintenance agreement,
please contact the maintenance agreement administration team for your region

as follows:

Asia-Pacific and Japan contractsadmin@symantec.com
Europe, Middle-East, and Africa semea@symantec.com

North America and Latin America supportsolutions@symantec.com

Additional enterprise services

Symantec offers a comprehensive set of services that allow you to maximize your
investment in Symantec products and to develop your knowledge, expertise, and
global insight, which enable you to manage your business risks proactively.

Enterprise services that are available include the following:

Symantec Early Warning Solutions These solutions provide early warning of cyber attacks, comprehensive threat
analysis, and countermeasures to prevent attacks before they occur.

Managed Security Services These services remove the burden of managing and monitoring security devices
and events, ensuring rapid response to real threats.

Consulting Services Symantec Consulting Services provide on-site technical expertise from
Symantec and its trusted partners. Symantec Consulting Services offer a variety
of prepackaged and customizable options that include assessment, design,
implementation, monitoring, and management capabilities. Each is focused on
establishing and maintaining the integrity and availability of your IT resources.

Educational Services Educational Services provide a full array of technical training, security
education, security certification, and awareness communication programs.
To access more information about Enterprise services, please visit our Web site
at the following URL:
www.symantec.com

Select your country or language from the site index.
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Introducing Mobile
Management Solution

This chapter includes the following topics:

m About Symantec Mobile Management

m Components of Symantec Mobile Management
m How Symantec Mobile Management works

m What you can do with Symantec Mobile Management

About Symantec Mobile Management

Symantec Mobile Management lets you manage, secure, and troubleshoot the
mobile devices in your organization. Using Mobile Management, you can automate
repetitive tasks to reduce the resources that you spend to control your IT
environment. You can also see what mobile devices you have, where each device
is located, and what state each device is in. The flexible reporting tools in Mobile
Management let you identify any problems in your IT framework. You can then
take immediate action to fix those problems from within the reports.

See “Managing mobile devices” on page 15.

Components of Symantec Mobile Management

Symantec Mobile Management includes the following key features and benefits:

m Comprehensive mobile inventory. The inventory data gives you a complete
view of the mobile devices in your organization.
See “About gathering inventory data from mobile devices” on page 49.
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m Intelligent software management. You can optimize licenses and detect,
analyze, install, and update software. You can also take advantage of policies
within Symantec Management Platform to target and schedule the devices
that need software management.

See “About delivering software to mobile devices” on page 63.

m Flexible remote assistance. Mobile Management lets you troubleshoot and fix
mobile devices in any location. Using remote control sessions, you can take
control of a mobile device to rapidly fix any problems that users experience.
See “About remotely managing mobile devices” on page 73.

How Symantec Mobile Management works

Using Symantec Installation Manager, you can quickly install Symantec Mobile
Management. You can then quickly install and configure the Mobile Management
server software and the Mobile Management Agent. The Mobile Management
Server lets Notification Server communicate with the agent and with each mobile
device.

See “About installing and configuring Symantec Mobile Management” on page 19.

After you configure Mobile Management, you can then choose from several options.
For example, you can collect inventory data, take remote control of specific devices,
or manage the software on each device. These features are installed on Symantec
Management Platform and included with Mobile Management.

See “Managing mobile devices” on page 15.

What you can do with Symantec Mobile Management

You can use Symantec Mobile Management to inventory and list your mobile
devices. You specify how often and at what times you want to collect inventory
data. You can also specify what information to collect. For example, you can choose
to list all devices that need recharging soon or that don’t have enough memory.
You can organize the devices by manufacturer and by platform and operating
system.

You can also choose to run reports and determine the status of each mobile device
in your organization.

See “About gathering inventory data from mobile devices” on page 49.

Using the inventory and reporting information that’s collected, you can then use
remote control features to fix any problems with a specific device.

See “About remotely managing mobile devices” on page 73.
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You can also manage the software on the mobile devices. For example, you can
download and install initial applications or choose to update existing software on
a specified schedule. You can also copy, move, or delete files, as well as create,
delete, or rename folders.

See “About delivering software to mobile devices” on page 63.

Using Mobile Management, you can control all aspects of the mobile devices in
your organization.

13
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Getting started with Mobile
Management Solution

This chapter includes the following topics:
m Managing mobile devices

m Viewing the Mobile Management Portal page

Managing mobile devices

After youinstall and configure Symantec Mobile Management and the supporting
software, you can use it in many ways.

Table 2-1 Process for managing mobile devices
Step Action Description
Step 1 Install and configure Mobile You can install Mobile Management from
Management. within Symantec Installation Manager.

Then, you can install its supporting
software and configure it.

See “About installing and configuring
Symantec Mobile Management”

on page 19.
Step 2 (Optional) View the portal page for | You can view information on the licenses
Mobile Management. in your environment and a list of all

managed mobile devices.

See “Viewing the Mobile Management
Portal page” on page 16.
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Table 2-1 Process for managing mobile devices (continued)

Step Action

Description

Step 3 (Optional) Configure the inventory
settings and run reports.

You can collect inventory data according
to a schedule that you define.

See “About gathering inventory data from
mobile devices” on page 49.

Step 4 (Optional) Configure the software
schedule settings and manage
software packages.

You can create mobile software packages
and schedule their installation. You can
also configure several package actions,
such as running or stopping a process or
copying, moving, deleting, or renaming
files and folders.

See “About delivering software to mobile
devices” on page 63.

Step 5 (Optional) Configure the remote
control settings and directly
control mobile devices.

You can directly manage a remote device
and access several of its subsystems,
which includes the File, System,
Registry, and Processes menus.

See “About remotely managing mobile
devices” on page 73.

Viewing the Mobile Management Portal page

The Mobile Management Portal page contains a quick summary of how Mobile

Management is used in your environment.

For example, the license status includes the status of any Mobile Management
licenses. It also contains information on the license type, expiration date, total
number of licenses, and how many licenses are currently in use.

From the links in the left pane of the portal page, you can also view other Mobile

Management pages and reports.

See “Managing mobile devices” on page 15.

For more information, view topics on portal pages and Web parts in the Symantec

Management Platform Help.
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To view the Mobile Management Portal page

*

In the Symantec Management Console, on the Home menu, click Mobile
Management.

From the Mobile Management Portal page, you can review the information
that is contained in each Web part.
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Installing and configuring
Mobile Management

This chapter includes the following topics:

m About installing and configuring Symantec Mobile Management
m Viewing mobile devices in your resources list

m Automatically installing Mobile Management Server software

m Installing the Mobile Management Agent

m Changing the agent configuration schedule for mobile devices

About installing and configuring Symantec Mobile
Management

You install Symantec Mobile Management from Symantec Installation Manager.
For complete instructions and prerequisites, see the Release Notes article.

After Mobile Management is installed, you can configure your mobile resources
so that you can view them. You also need to install and configure the Mobile
Management server software and the Mobile Management Agent.

See “Viewing mobile devices in your resources list” on page 20.

See “Automatically installing Mobile Management Server software” on page 20.
See “Installing the Mobile Management Agent” on page 21.

See “Managing mobile devices” on page 15.

See “Changing the agent configuration schedule for mobile devices” on page 23.
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Viewing mobile devices in your resources list

You need to configure your mobile resources so that you can properly view them
and select them to install the server software on them.

See “About installing and configuring Symantec Mobile Management” on page 19.
For more information on resources, see the Symantec Management Platform Help.
To view mobile resources in your resource list

1 Inthe Symantec Management Console, on the Manage menu, click
Organizational Views and Groups.

In the left pane, click Default.

In the right pane, in the right corner, click Filter.

On the Filter Visible Groups page, expand the All Resources group.
Expand the Asset > Network Resource group.

Check Mobile.

N O o B WN

Click OK to save your changes.

Automatically installing Mobile Management Server

software

You install the Mobile Management Server software to create a Mobile Management
Server. This server lets Notification Server communicate with the Mobile
Management Agent. The Mobile Management Servers page then lists all of your
Mobile Management servers.

By default, the Mobile Management Server software installs on all Notification
Server computers that have Microsoft Message Queue Service installed on them.
These computers include the Notification Server computer that Mobile
Management is installed on. The Mobile Management Server is installed on the
next configuration update from the computers it is targeted to. By default, this
process happens once an hour.

You can run install the server software on a remote server or you can run the
installation on the Notification Server computer.

You must have the following software installed before you install the server
software:

m IIS
m ASP.NET
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m Microsoft Message Queuing
See “About installing and configuring Symantec Mobile Management” on page 19.

For more information, view topics about policies and schedules in the Symantec
Management Platform Help.

To automatically install Mobile Management Server software and create a Mobile
Management Server

1 Inthe Symantec Management Console, on the Settings menu, click All
Settings.

2 Inthe left pane, ensure that the Settings > Mobile Management > Mobile
Management Service > Policies folders are expanded.

Click Mobile Management Service Install (x86).
Click Apply to to specify the resources to install the software on.

m The Quick Apply option lets you target an entire group of resources for
the installation.

m The Computers option lets you target specific resources for the
installation.

By default, the install policy targets all of the site servers that are listed in
the Site Servers Requiring Mobile Management Service Install policy.

Specify when the installation update and the configuration update runs.
Specify any other scheduling options.

Click Save changes.

Installing the Mobile Management Agent

After a Mobile Management Server is created, you can install the Mobile
Management Agent on the mobile devices in your environment. The agent lets
your mobile devices communicate back to the Mobile Management Server and
Notification Server. You can install the agent from any Mobile Management Server
and choose whether authentication is required to remotely control any mobile
device.

On the Mobile Management Server, ensure that IIS is configured to run on the
default port. If IIS is configured to run on a non-default port, the administrator
needs to manually enter the port on the Agent Install Page. This process ensures
that you receive the proper URL to bootstrap the device or export the configuration
file.
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You are prompted to enter the location of the site server in the Site Server Locator
screen on the device if Mobile Management cannot automatically detect it. .

Figure 3-1 Pocket PC server location screen
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Figure 3-2 Smartphone server location screen
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For a Windows CE mobile device, if the .NET Compact Framework is not already
installed, you need to install it. This framework can be downloaded from the
Mobile Management Server by using the following URL:

http://MobileManagementServerName/MobileManagement/cf/
See “Changing the agent configuration schedule for mobile devices” on page 23.

See “About installing and configuring Symantec Mobile Management” on page 19.
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To install the Mobile Management Agent
1 Inyour browser, go to the following URL:
http://MobileManagementServer/MobileManagement

This URL is listed in the Symantec Management Console, under Settings >
All Settings > Mobile Management > Mobile Agent Settings, in the Mobile
Agent Install page.

Enter the credentials if required.
Click Open to download the 1ocatesiteserver.cab file.

On older mobile devices (wince 4), this file might be the

locatesiteserver-wince4.cab file.

4  Complete the rest of the installation process.

Changing the agent configuration schedule for mobile

devices

You can choose how often agent configuration updates are requested.

By default, agent configuration update requests happen every hour.

See “Installing the Mobile Management Agent” on page 21.

See “About installing and configuring Symantec Mobile Management” on page 19.
To change the agent configuration schedule for mobile devices

1 Inthe Symantec Management Console, on the Settings menu, click All
Settings.

2 Inthe left pane, ensure that the Settings > Mobile Management > Mobile
Agent Settings folders are expanded.

Click Agent Configuration Update Schedule.
4  Inthe right pane, specify the configuration schedule information:
m Number of units. For example, 6.

m Type of unit. Either minutes, hours, or days.

5 Click Save changes.

23
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Securing device
communications

This chapter includes the following topics:

m About securing device communication

m Communication components of Mobile Management Solution
m About the device agent

m How the device agent and the mobile site service communicate
m Securing Mobile Management communications

m About obtaining certificates

m About using self-signed certificates

m Generating self-signed certificates with MakeCert

m Installing a server certificate on the mobile site service computer
m Configuring IIS to accept SSL connections

m Configuring the tunnel service to accept SSL connections

m Installing certificates on mobile devices

m About the certificate manager tool

m Certificate manager command-line switches

m Certificate Manager command-line examples

m Example for modifying the device agent configuration file for TLS/SSL tunnel
connection
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m Modifying device agent configuration files to specify a client certificate
m Example: modifying each client configuration file

m About access control

m User authentication levels

m Access levels for resources

m URL Resource Identifiers

m About RPC Resource Identifiers

About securing device communication

Symantec Mobile Management Solution enables organizations of all sizes to easily
manage and support mobile devices in the field, or in the four walls. You can
secure device communications for Symantec Mobile Management Solution.

The solution implements a multiple-layer approach to security that lets you take
advantage of your existing web and Internet infrastructure. It lets you safely
deploy the mobile devices that connect to, and are accessed from, corporate
networks.

The device agent communicates with the mobile site service to perform tasks. It
can provision devices software and settings, transmit hardware and software
inventory, and establish a remote support tunnel connection. You can secure
communications between the device agent and the mobile site service.

See “Communication components of Mobile Management Solution” on page 27.
Securing device communications involves the securing the following:

m Data privacy
Involves enabling the 128-bit TLS/SSL connections and use of hypertext
transfer protocol over TLS/SSL (HTTPS). This task secures data transmission
between devices running the device agent and the mobile site service. It
prevents unauthorized monitoring of the data that is transferred over the
network.
See “How the device agent and the mobile site service communicate”
on page 28.

m Authentication
Involves validating the certificates or validating the credentials that are used
to establish connections between the device agent and mobile site service.
See “How the device agent and the mobile site service communicate”
on page 28.
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m  Access control configuration
Involves restricting the access rights to resources based upon identity.
See “About access control ” on page 45.

Communication components of Mobile Management
Solution

The communication components of Mobile Management Solution include the
following:

m Notification Server
Notification Server includes the mobile management console Web interface
and the mobile management web services.
See “How Symantec Mobile Management works” on page 12.

m Device agent
The device agent provides all of the essential elements for effective device
management
See “About the device agent” on page 27.

m Mobile site service
The mobile site service communicates with the device agent to perform tasks.
You can install the mobile site service on the same computer as Notification
Server or on another computer.
See “Automatically installing Mobile Management Server software” on page 20.

About the device agent

Mobile Management Solution includes a modular device agent. The agent includes
an integrated Web server and Web services engine. These parts are available for
all the devices that run Microsoft Windows Mobile/CE software.

The agent is designed around open Internet standards and protocols such as
HTTP/S, TLS/SSL, HTML, and SOAP. It is extensible through the use of services
and plug-ins.

The agent provides all of the essential elements for effective device management,
such as the following elements:

m Service discovery
m Hardware and software inventory collection
m Software and settings provisioning

m Online interactive support tools in real time, such as remote control.
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See “Communication components of Mobile Management Solution” on page 27.

How the device agent and the mobile site service
communicate

The device agent initiates of all connections between itself and the mobile site
service. The mobile site service accepts these connections and coordinates various
functions between the device agent and Notification Server. To establish secure
communications, the device agent must be configured to use TLS/SSL for all of
the connections.

TLS/SSL connections use an encrypted communications channel. All of the data
that is transmitted over the channel is secure. In addition, you can perform
authentication to verify the identity of the server or the client.

TLS/SSL connections include two levels of authentication: one-way authentication
(server authentication) and mutual TLS/SSL authentication (client and server
authentication). The Mobile Management device agent supports both levels of
authentication. The most secure way to establish connections between the agent
and the site service is by using certificates and mutual TLS/SSL authentication.

See “Securing Mobile Management communications” on page 29.

One-way TLS/SSL One-way TLS/SSL authentication requires the server to pass its

authentication certificate and its certificate authority chain to the device agent.
If the device agent trusts the certificate authority that issued the
server certificate then a connection is made. If the certificate’s
issuer on the server is trusted, the device agent can establish a
TLS/SSL link between the device and the server. Only the server
certificate passes from the server to the client. Therefore, only
the server is authenticated and trusted. The user names and the
passwords must be configured and transmitted to the server to
approve the device agent to set up one-way TLS/SSL
authentication.
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Mutual TLS/SSL authentication is the most secure way for the
device agent to communicate with a server. It requires both the
server and the device to authenticate by exchanging and
validating certificates in each direction. When both sides pass
certificates to each other to establish a TLS/SSL link, mutual
certificate-based authentication by two-way TLS/SSL is
established. Both the server and the device trust the identity of
the other from their respective certificates.

Mutual TLS/SSL authentication assures that software updates,
device settings, data files, multimedia files, and sensitive
corporate data are not distributed to an untrustworthy recipient.
The server cannot be configured to recognize an untrustworthy
recipient as valid. If a device is stolen, you can revoke the device’s
client certificate on the server. The the device (and only that
device) is immediately denied access to the server.

Securing Mobile Management communications

The following process outlines how to configure data privacy between the mobile

device agent and the mobile site service.

Table 4-1

Process for securing Mobile Management communications

Step

Action

Description

Step 1

Obtain certificates for the mobile site | You must obtain SSL certificates
service computer. from either a trusted issuer, such as

VeriSign, or from your site
infrastructure’s existing SSL chain.

See “About obtaining certificates”
on page 32.
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Table 4-1 Process for securing Mobile Management communications
(continued)
Step Action Description
Step 2 Obtain certificates for the mobile You must obtain SSL certificates
devices (mutual TLS/SSL from either a trusted issuer, such as
authentication only). VeriSign, or from your site

infrastructure’s existing SSL chain.

See “About obtaining certificates”
on page 32.

This step is required for mutual
TLS/SSL authentication only. If you
plan to set up one-way TLS/SSL
authentication, then this step is not
necessary.

See “How the device agent and the
mobile site service communicate”

on page 28.
Step 3 (Optional) Generate your own You can use a utility from the
self-signed certificates. Windows SDK to generate your

self-signed certificate.

See “About using self-signed
certificates” on page 32.

See “Generating self-signed
certificates with MakeCert”

on page 33.
Step 4 Install a server certificate on the You must install a server certificate
mobile site service computer on the mobile site service computer.

See “Installing a server certificate on
the mobile site service computer”

on page 35.
Step 5 Configure IIS to accept TLS/SSL To secure mobile management
connections. communications, you must configure

IIS to accept SSL connections

See “Configuring IIS to accept SSL
connections” on page 36.
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Process for securing Mobile Management communications

(continued)

Step

Action

Description

Step 6

Configure the tunnel service to
accept TLS/SSL connections.

You must configure the site service
computer tunnel service to accept
TLS/SSL connections.

See “Configuring the tunnel service
to accept SSL connections”
on page 37.

Step 7

(Optional) Install the certificates on
the mobile devices.

You must install certificates on your
mobile devices if you plan to use
self-signed certificates, or if you plan
to enable mutual TLS/SSL
authentication.

See “Installing certificates on mobile
devices” on page 38.

This step is required for mutual
TLS/SSL authentication. If you plan
to set up one-way TLS/SSL
authentication, step is not necessary.

See “How the device agent and the
mobile site service communicate”
on page 28.

Step 8

Modify the device agent
configuration file for a TLS/SSL
tunnel connection.

When using TLS/SSL, you must
modify the device agent tunnel client
configuration file to match that of
the tunnel server configuration.

See “Example for modifying the
device agent configuration file for
TLS/SSL tunnel connection ”

on page 42.
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